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The portable DIGITTRADE HIGH SECURITY HDD is currently
the best solution to save data at a high standard of security and mobility.

Product High

@ All data is stored in real-time by a 128 or 265 bit full disk encryption according to AES in ECB mode.

@ Authentication according to two factors :
- Factor 1 (Having): verifies, if the user has a smartcard with the correct AES key.
- Factor 2 (Knowing): verifies, if the user knows the correct 8-digit PIN and consequently is authorized
to use this smartcard.

@ Serially the HDD is delivered with two smartcards Atmel CryptoMemory® AT88SC0104C. This offers enough
security in everyday life.

@ The AES key is stored on the smartcard and cannot be read out from enclosure or HDD in case of loss or theft.
The HDDs are bootable and are independent of any operating system
@ The implemented 2.5" SATA HDD makes the mobile data safe small and handy.
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